
  

 

 

Movius Secure Configuration Guide (SCG) 

An overview of Movius’ security configuration for the Movius Management Portal 
and MultiLine service 
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Secure Configuration Guide (SCG) 
 

1. Service Overview 

This Secure Configuration Guide applies to Movius MultiLine Platform. 
The service is hosted in AWS GovCloud and provides multi-tenanted voice and messaging 
for government customers. 
This guide describes how customers configure administrative security settings within the 
service. 
 

2. Administrative Roles 

Top-Level Administrative Role(s):  

• Enterprise Super Admin 
 
This role is responsible for: 

• Managing users, administrators, RBAC, feature settings 

• Configuring tenant-wide security settings 

• Managing identity integrations and authentication policies 
 
Additional privileged roles: 

• Enterprise Super Admin can create additional roles with granular RBAC to allow 
additional administrators to access only the information necessary to perform their 
role. 
 

3. Secure Configuration Expectations 

Customers configure administrative security settings in the Movius Management Portal 
(MMP) under: 
 

For Administrator setup: 
MMP → Administrators 
 
For Roles and Privileges setup: 
MMP → Administrators → Roles and Privileges 
 
For MFA: 
MMP → Setup → Administration → Two Factor Authentication  

 
Customers are expected to enforce MFA, configure RBAC, and periodically review privileged 
access. 
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4. Administrative Interface Exposure 

The administrative interface is accessible via the public internet over HTTPS. 
 
Security protections include: 

• MFA enforcement for administrative users: Yes (Email OTP and SSO SAML 
integration available) 

• TLS encryption for administrative sessions: Yes 

• Optional IP allowlisting supported: Yes 

• Logging of administrative actions: Yes 
 

5. Security Defaults 

When a new tenant is created, the service applies the following defaults: 

• MFA required for administrators: Yes (Email OTP and SSO SAML integration 
available) 

• Session timeout enforced: 15 minutes 

• Audit logging enabled: Yes 

• Administrative roles restricted by default: Yes 
 

6. Break-Glass / Emergency Access 

The service supports emergency administrative access. 
 

• Number of break-glass accounts: Unlimited (2 recommended) 

• MFA required: Yes (Email OTP and SSO SAML integration available) 

• Usage is logged and reviewed: Yes 

• Review cadence: Quarterly (Recommended) 
 
Break-glass login events generate audit logs which can be ingested and actioned by the 
customer’s SIEM. 

 

7. Administrative Change Logging 

Administrative configuration changes are logged in the audit log. 
 

• Logged in audit logs: Yes 

• Available for customer review: Yes 

• Retained for: 90 days 
 
Logs are accessible via: 
MMP → Reports → Administrator Activity 
 
Customers may download logs via API or CSV export. 
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8. Decommissioning Administrative Accounts 

When administrative users leave or change roles: 
 

• Access is removed within: Immediately upon manual, API, or IdP deprovisioning 

• Tokens/keys are revoked: Yes 

• Ownership of resources reassigned: Yes 

• Prior privileged activity may be reviewed: Yes 
 
Customers typically manage lifecycle via SSO/IdP integration. 

 

9. Where Customers Find Security Settings 

Customers can locate administrative security configuration in: 
 

• MMP → Administrators 

• MMP → Administrators → Roles and Privileges 

• MMP → Setup → Administration → Two Factor Authentication 

• Support Contact: fedramp-support@movius.ai 
 

Revision History 
Use this space to record notes and information regarding version control.  Add rows to the 
table to make additional entries. 
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